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Abstract: In this paper, we propose a conceptual model for information security 

(InfoSec) decision making that is based on cognitive science and neuroscience, 

and present a comprehensive framework of InfoSec decision making process. In 

addition, we illustrate a specific experiment design that could be used to 

investigate how specific automatic affective processes would impact specific 

components of the InfoSec decision making process.  
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1. Introduction 

The main focus of this paper is to present a basic framework for applying neuroscience 

concepts, theories, and tools to studying human decision making in information security 

situations. Information security (InfoSec) has been a significant issue in the society, 

exacerbated by the current “big data” environment in today’s global society [1]. By the 

very nature of information security, this field has been an intersection among engineering 

technology, economic incentive design, and human behavior [2]. Among the various 

aspects of InfoSec issues, human decision making during real InfoSec situations remains 

one of the most critical and under-investigated issues in InfoSec [3, 4].  After all, it is 

human decision making that ultimately determines the outcomes of InfoSec planning and 

implementation. By understanding the details how individuals make such decisions and 

how various factors could influence these decision making processes, we would be able to 

design better information systems artifacts, develop better policies and regulations, 

provide better training / education, construct a better culture and environment, all from the 

perspectives of facilitating the individuals to make better InfoSec decisions and thus 

achieve more desirable InfoSec outcomes. 

Traditionally, IS researchers interested in the determinants of behavior have 

emphasized controlled (conscious) processing of perceptions and intentions over 

automatic (unconscious) processing of information.  Quite often, researchers have studied 

InfoSec’s controlled decision making processes by analyzing data collected through 
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mostly surveys and interviews, constructing empirical models for decision making 

process, and developing analytical and quantitative models to derive optimal decision 

strategies, all based on the standard assumption of the decision makers being rational 

agents [5-7]. While this stream of research has yielded valuable insights towards InfoSec 

decision making, there exist significant gaps which are not well explained by the current 

methodologies [8]. 

Recently IS research has begun to emphasize the role that habit plays in the post-

adoption stage of usage, in which the behavior turn out to be more automatic and may be 

performed with a reduced amount of controlled (conscious) processing. Researchers have 

also studied the role of habit in InfoSec contexts [9-11]. However, one concern for current 

approaches to studying InfoSec decision making is that the use of self-report methods are 

insufficient for assessing user mental state given the profound limitations of survey 

methods for measuring relatively automatic (unconscious) heuristics and biases as they 

are less accessible to introspection [12]. Moreover, in search for more objective and 

comprehensive approaches to studying InfoSec decision making, researchers are 

increasingly embracing advances in neuroscience theories, techniques, and tools, such as 

psychophysiological metrics and neuroimaging techniques, because they offer promise in 

alleviating the limitations found in subjective self-reports through more direct and 

objective measurement of automatic processes [13]. Still, what are lacking in the InfoSec 

literature include a general framework to facilitate the investigation of InfoSec decision 

making with these new approaches, and some concrete examples for implementing this 

framework.  

In this paper, following the NeuroIS Research Framework proposed by [14], we 

formulate our research question as: how can we systematically incorporate relevant 

neuroscience theories, techniques, and tools into the study of InfoSec decision making to 

make it more objective, accurate, and realistic? In addressing this question, we make three 

contributions to the literature of InfoSec decision making. First we propose a general 

framework for InfoSec decision making that is based on cognitive science and 

neuroscience. Second, in our propose framework, we explicitly emphasize the different 

roles played by controlled cognitive processes and automatic affective processes. And last 

but not least, we describe a specific experiment design that could be used to investigate 

how specific automatic affective processes would impact specific components of the 

InfoSec decision making process. 

2. A General Framework for Neuro-scientific InfoSec Decision 

Making 

InfoSec decision making is one specific type of general decision making. However, there 

are two components that are particularly significant in the InfoSec decision making 

context: risk and uncertainty [15]. Within InfoSec context, risk often refers to the 

likelihood that information assets are insufficiently protected against certain types of 
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damages or loss [16]; and uncertainly usually refers to one form of manifestation of 

information asymmetry [17]. Traditionally, a widely accepted model for decision making 

has been the Observe–Orient–Decide–Act (OODA) Loop proposed by [18]. It is a model 

originally design for understanding decision making processes adopted by military 

commanders to enhance command and control. However, as [19] pointed out, the OODA 

model “has a number of problems as a framework of human decision making” including 

the failure to account for the “necessary dependence of perception on preexisting 

knowledge and concepts” during decision making. To address the deficiencies of the 

OODA paradigm, [19] proposed a cognitive science based framework of decision making, 

the CECA (Critique, Explore, Compare, Adapt) framework to model individual decision 

making. Although both OODA and its extension CECA originated within a military 

context, their acceptance and application have since gone beyond the military decision 

making situations, and have become an important decision model in a wide range of 

decision making scenarios including emergency response [20], system safety development 

[21], and significantly, InfoSec [3], in which it is pointed out that OODA and CECA 

“could be a usable framework for the security manager’s decision process” (p.60). In 

addition, the CECA framework specifically addresses the issues of risk and uncertainty. 

Therefore, in this paper we integrate this CECA paradigm with the OODA framework 

elements to model InfoSec decision making processes. The overall framework for the 

InfoSec decision making can thus be illustrated by the following figure: 

 
Fig. 1. The framework for InfoSec decision making 

 

More specifically, the InfoSec decision making process would include the 

following procedures: 

1. Situation analysis – (Observe / Orient)  

a. Recognizing whether this is an infosec situation (formulate 

questions/identify info needs, define security mission/develop security 

goals) 

2. Risk analysis (Explore) 

a. Threat analysis (what are the threats; the probability of the threats being 

realized; the damage if the threats are realized) 

b. Counter measure analysis (what are the counter measures; the 

effectiveness of the counter measures; the costs for implementing the 

counter measures) 

3. Trade-off analysis (Compare / Decide) 

a. Alternatives analysis (what are the available alternatives of actions to 

take) 
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b. Mental algebra (compute and compare the overall expected 

payoffs/costs of each alternative) 

c. Decide on which alternative to take 

4. Implement the decision (Adapt) 

a. Actually implement the decision once it is made. 

The above framework places significant emphasis on the role of information 

collection in each of the steps during decision making process, and thus focus more on the 

factors of controlled cognitive processes and their influence on the decision making 

process. However, as pointed out in previous section, the uncontrolled and automatic 

processes also play a significant role in influencing each of the steps of the decision 

making process. We need to extend the above framework to explicitly incorporate such 

factors to complement the existing controlled processes and provide a more 

comprehensive picture of InfoSec decision making. 

One field that holds great promise in contributing to the above goal of InfoSec 

decision making framework is neuroscience, which is the science that explains how 

human brain works. A component missing from most InfoSec scenarios research is the 

reality that controlled decision making may include affective recognition and evaluation 

of stimuli. Affective stimuli are particularly potent distracters that can reallocate 

processing resources and impair attentional performance [22]. In addition to the cognitive 

appraisal of a stimulus, affective reactions are characterized by psychophysiological 

changes (e.g., alterations in skin conductance and heart rate; as well as behavioral 

approach or avoidance) and involve a number of subcomponents occurring in frontal 

subcortical circuits [23-25]. According to models of neurovisceral integration, autonomic, 

attentional, and affective systems are simultaneously engaged in the support of self-

regulation [26, 27].  

Based on the above neuroscience findings, we expand the above general InfoSec 

decision making process model via the inclusion of a dual-process approach to modeling 

decision making, in which both automatic affective and cognitive processes perform 

essential roles in controlled decision making: 1) automatic processing is reflexive, rapid, 

and led by heuristics and biases. They operate automatically, intuitively, involuntarily, 

and effortlessly; and 2) controlled cognitive processing refer to the people’s reflective, 

logical, and rational decision making.  

Therefore, our proposed general framework for neuro-scientific InfoSec decision 

making can be illustrated by the following figure: 
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Fig. 2. A general framework for neuro-scientific InfoSec decision making 

 

Based on our propose framework, we lay out the foundation for the following 

tasks: (i) investigate and determine the neural correlates (brain areas) of automatic and 

controlled decision making during InfoSec situations; (ii) investigate and develop 

comprehensive models for automatic, as well as controlled, human decision making 

during InfoSec situations, aiming to incorporate/map the neural correlates of decision 

making processes; (iii) identify possible automatic affective and cognitive biases and 

associated neural processes during the controlled infoSec decision making; and (iv) design 

and develop mechanisms, based on theoretical foundations for decision making, to 

influence human decision making during information security situations, in order to 

overcome identified affective and cognitive biases and achieve optimal information 

security outcomes. 

3. A Research Experiment Design 

In this proposed project, we aim to establish an approach to cognitive (task engagement) 

and affective (arousal) state estimation for cyber threat detection. Based on our proposed 

model, this is a topic of the impacts of System 1 and 2 factors on the observe/orient 

process of InfoSec decision making. The psychophysiological signals from users could be 

logged as participants experience various stimulus modalities aimed at assessing 

automatic and controlled cognitive and affective processing. Psychophysiological metrics 

and event-related potentials (ERP) have been used to infer various aspects of an individual 

such as personality, memory and preferences. More specifically, the following 

methodologies can be adopted: 

 Psychophysiological Metrics for Establishing Indices of Arousal (System 1): 

Psychophysiological techniques (e.g., cardiovascular reactivity, skin conductance 

response, respiration, EEG source models of connectivity) allow for enhanced 

understanding of the ways in which emotion and cognition interact [28, 29]. In 

addition to autonomic measures and EEG spectral power and waveforms, interactions 

between pairs of EEG oscillations – such as phase synchronization and coherence – 
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have also been implicated in affective states of hedonic arousal [30].  

 Psychophysiological Metrics for Establishing Indices of Cognitive Control (System 

2): Using psycho-physiological metrics to measure cognitive processing has been 

widely used. Results suggest that autonomic and EEG engagement reflects 

information gathering, visual processing, and attention allocation [31].  

 Data Analytics: The psychophysiological data could then be filtered to get separate 

frequency bands to train cognitive-affective classifiers with classification techniques 

such as support vector machines, naïve Bayes, and k nearest neighbors [32]. 

A “Psychophysiological Baseline” would be established for each participant. To 

establish each participant’s “Psychophysiological Baseline” (minimum brain wave and 

autonomic activity) participants would be told “to relax and try not to think about 

anything” as they stare at a blank screen for 2:00 minutes. Next, the participant would 

take part in the following cognitive workload and arousal tasks to establish maximal 

physiological responses: 1) a “Two Picture Cognitive Task” would be used to establish a 

cognitive workload signature for the user [33]; 2) the International Affective Picture 

System (IAPS) would be used to establish the affective load signature of the user; and 3) 

the cyber threat scenario. Task presentation order would be counter-balanced across 

participants.  

To assess psychophysiological reactivity to the cyber threat scenario, we would 

compute reactivity scores for cognitive workload and affective load by 1) subtracting 

“Psychophysiological Baseline” values from the cyber threat scenario; and 2) comparing 

Cognitive and Arousal indices to values from the insider threat scenario. 

Due to length limit of the paper. We omit the description of our data analysis 

process. 

4. Conclusion 

In this paper, we proposed a general framework for neuro-scientific InfoSec decision 

making. The framework is based on cognitive science and incorporates two important 

categories of neural controls that would impact the InfoSec decision making processes: 

automatic affective executive controls and controlled cognitive executive controls. We 

illustrate how this proposed framework can be the foundation for the development of a 

comprehensive model of neuro-scientific InfoSec decision making, and discuss some 

specific research questions that can be addressed through our framework. In addition, we 

provide a detailed description of a scientific research experiment project that is based on 

our proposed conceptual framework. 

The immediate next step would be to embellish details of our basic framework, 

and accordingly identify specific automatic and controlled executive controls significant 

in InfoSec decision making behaviors. We would then hypothesize the functioning 

mechanisms of those controls in terms of how they impact the InfoSec decision making, 

and conduct lab experiment to empirically investigate those mechanisms. 
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